
Top 10 scams targeting Australians 
 
Aussies have lost a staggering $455 million to scams so far this year and there was 
one type that accounted for more than half of all losses. 

The Australian Competition and Consumer Commission’s (ACCC) Scamwatch 
received more than 280,000 scam reports during the year, up from the 239,000 
reported in 2022. 

Of those reports, nearly one in 10 resulted in the person suffering a financial loss. 
May was the worst month for scams, with more than $53 million lost. 

Investment scams were by far the most costly, accounting for more 
than $275 million in losses from January to November. These include 
cryptocurrency scams, Ponzi schemes, fake bond scams and fake 
celebrity-endorsement scams. 

Scammers often impersonate Australian personalities, including the 
likes of former Sunrise host David Koch and mining magnate Gina 
Rinehart. 

The scams often promise people big returns and try to pressure them 
into investing in schemes quickly so they don’t “miss out”. 

Coming in second were dating and romance scams, Scamwatch data 
found, where scammers pose as people looking for love and try to gain 
their trust. 

Rounding out the top three were false-billing scams - where scammers 
contact people asking them to pay for services or goods they never 
ordered. One example is an email claiming you will be charged auto-
renewal fees. 

Aussies were targeted the most by scammers through text messages, 
with more than 100,900 reports made during the year. However, phone 
calls accounted for the biggest losses - totalling more than $110 million. 

Older Aussies lost the most amount of money, with those aged 65 and 
over fleeced out of $114 million, followed by those aged 55 to 64 at $94 
million. 
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Top scams 

Here were the top 10 scams for the year in terms of amount lost: 

1. Investment scams - $275,923,066 

Investment fraud happens when people try to trick you into investing 
money. They might want you to invest money in stocks, bonds, notes, 
commodities, currency, or even real estate. A scammer may lie to you or 
give you fake information about a real investment. 

2. Dating and romance - $33,580,806 

Scammers often approach their victims on legitimate dating websites before 
attempting to move the 'relationship' away from the safeguards that these sites 
put in place; communicating through other methods such as email, where they 
can more easily manipulate victims. 

3. False billing - $26,322,284 

Scammers will contact you out of the blue and ask you to pay bills for services 
or products you haven't ordered. If you didn't order, don't pay. Scammers 
pretend to be from a business you've used and send you an invoice with new 
payee information. 

4. Phishing - $25,219,813 

Phishing is a type of online scam that targets consumers by sending them an e-mail that 
appears to be from a well-known source – an internet service provider, a bank, or a 
mortgage company, for example. It asks the consumer to provide personal identifying 
information. Then a scammer uses the information to open new accounts, or invade the 
consumer’s existing accounts. 

5. Jobs and employment scams - $23,633,028 

Scammers offer jobs that pay well with low effort. But it’s only the scammer that will make 
money in the end. Often the job doesn’t exist at all. Scammers pretend to be hiring on 
behalf of high-profile companies and online shopping platforms. They also impersonate 
well-known recruitment agencies. Their goal is to steal your money and identity details. 
They often ask for payment so you can start the role and get the income they’ve promised. 

6. Remote access scams - $15,276,563 

The scammer will phone you and pretend to be a staff member from a large 
telecommunications or computer company, such as Telstra, the NBN or Microsoft. 
Alternatively they may claim to be from a technical support service provider. They will tell 



you that your computer has been sending error messages or that it has a virus. They may 
mention problems with your internet connection or your phone line and say this has 
affected your computer's recent performance. They may claim that your broadband 
connection has been hacked. The caller will request remote access to your computer to 
‘find out what the problem is’. The scammer may try to talk you into buying unnecessary 
software or a service to ‘fix’ the computer, or they may ask you for your personal details 
and your bank or credit card details. The scammer may initially sound professional and 
knowledgeable—however they will be very persistent and may become abusive if you don't 
do what they ask. 

7. Threats to life, arrest or other - $13,802,434 

Scammers pretend to be from an organisation and claim you need to pay money. They may 
threaten you with arrest, deportation, or even physical harm, if you don’t agree to pay them 
immediately. They can also blackmail you by threatening to share naked pictures or videos 
you have sent them unless you send them money. Don’t be pressured by a threat. Stop and 
check whether it’s true. 

8. Identity theft - $8,180,300 

Scammers can use your personal information to access your bank accounts, 
online government services, social media accounts, or steal your 
superannuation. If someone has stolen your personal or business identity, you 
should alert your bank, service providers and any online accounts you think 
could have been hacked. 

9. Rebate scams - $7,950,216 

Be wary of unsolicited emails, phone calls or letters saying you have 
unclaimed funds or are owed money. Check that the organisation, and the 
rebate, are legitimate, by contacting them directly. Try and get their details 
from an independent source, such as a phone directory. Beware of fake 
websites. 

10. Classified scams - $7,531,428 

Classified scams are a subset the phishing scam, where scammers pose as 
genuine sellers, posting fake ads on either a classifieds website, newspaper, 
or via email or social media. 

Phishing scams were actually the most reported scam during the year 
by far, with Aussies calling in more than 99,000 instances. These are 
where scammers try to trick people into giving out their personal 
information, such as their bank details, passwords and credit cards. 

Phishing is a way cyber criminals trick you into giving them personal information. They 
send you fraudulent emails or text messages often pretending to be from large 
organisations you know or trust. They may try to steal your online banking logins, credit 
card details or passwords. Phishing can result in the loss of information, money or identity 
theft.  Spear-phishing is when these emails and text messages are highly targeted to the 
recipient. 



 

 


